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What’s Big Data?
No single definition; here is from Wikipedia:

Big data is the term for a collection of data sets so large and complex that it becomes difficult to 
process using on-hand database management tools or traditional data processing applications. 

The challenges include capture, curation, storage, search, sharing, transfer, analysis, and 
visualization. 

The trend to larger data sets is due to the additional information derivable from analysis of a 
single large set of related data, as compared to separate smaller sets with the same total 
amount of data, allowing correlations to be found to "spot business trends, determine quality of 
research, prevent diseases, link legal citations, combat crime, and determine real-time roadway 
traffic conditions.”
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characteristics of big data
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Big Data Challenges
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What Is Data Mining?
Data mining (knowledge discovery in databases):

Extraction of interesting (non-trivial, implicit, previously unknown and 
potentially useful) information or patterns from data in large databases

• Finding hidden information in a database
• Fit data to a model
• Similar terms

Exploratory data analysis
Data driven discovery
Deductive learning
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Why Mine Data? Commercial Viewpoint
• Lots of data is being collected 

and warehoused 
Web data, e-commerce
purchases at department/
grocery stores
Bank/Credit Card 
transactions

• Computers have become cheaper and more 
powerful

• Competitive Pressure is Strong 
Provide better, customized services for an edge (e.g. 
in Customer Relationship Management)
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Why Mine Data? Scientific Viewpoint
• Data collected and stored at 

enormous speeds (GB/hour)
remote sensors on a satellite

telescopes scanning the skies

microarrays generating gene 
expression data

scientific simulations 
generating terabytes of data

• Traditional techniques infeasible for raw data
• Data mining may help scientists 

in classifying and segmenting data
in Hypothesis Formation
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Data Mining 
Techniques

https://data-flair.training/blogs/data-mining-techniques/
Data Mining Techniques 15 Feb, 2018 in Data Mining Tutorials by Data Flair
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Data Mining Process

http://www.cogniview.com/blog/data-mining-for-beginners-using-excel/ 10



Big data and Data Mining Trends

Data Mining

Big Data

https://trends.google.com/trends/explore?date=all&q=big%20data,%2Fm%2F0blvg 11
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Introduction
In recent years, the Internet of Things (IoT) has grown rapidly, as such, it can identify, control, and 
monitor each object on earth (usually called things) via the internet. Marjani et al. explain the 
concept of IOT by putting a sensor on anything that has internet connection and intelligent layers, 
using the computational methods, as shown in Figure 1. [6]

IOT

Anything

sensor & computing techniques internet connectivity

layer of intelligence
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Introduction
More than 50 billion devices, including

smartphones, laptops, sensors, and game consoles
are forecasted to be connected to the internet via
several disparate access networks, Such as Radio
Frequency Identification (RFID) and Wireless Sensor
Networks. If we do not have any solution to
increasing this volume of data over the time,
gradually, this amount of data will stop us [4] .
Therefore, we must think about the processes of
transferring, processing, and storing of data. The
volume progress and data diversity and what we
know as the Big Data nowadays are shown in Figure
2. [5]
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The traditional database and Big Data have been compared by Kelian in a chapter of his book. Table 1. 
compared the two methods. [5]

RDBMS Big Data Solutions
Data Size Gigabytes Petabyte

Data type Structured Semi-structured or unstructured

Access Interactive and batch Batch

Update pattern Read/Write many times Write once, read many

Structure Static schema Dynamic Schema

Integrity High (ACID) Low

Scaling Nonlinear Linear

This comparison shows that the Big Data area is used for the huge volume of data, which has no specific
structure. Therefore, we can use Big Data on IOT, which has numerous and various device connections
that lead to creating a large volume of data in different variations and high generation velocity. By
studying IOT and Big Data articles, we concluded that we could use Big Data in storage, transmission,
processing, and analysis.
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Big Data Taxonomy
big data & IOT

storage

key-Vlaue store

Riak
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Doc database
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Colume oriented 
database
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BigTable
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transmition
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Kafka

processing

batch

mapreduce

real-time

storm

spark

analysing

Mahout

Matlab

Hive

R
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Data mining taxonomy
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Mining of Associations

Mining of Correlations

Mining of Clusters

predictive
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classification

unsupervised learning 

supervised learning 
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Research Methodology
RQs (Research Questions)

RQ1: How many types of articles are published on SMS and SLR and surveyed by data mining and big data 
methods from 2010 to August 2017 on IoT's area?

RQ2: How many articles are there on IoT's area and what percentage of the articles is related to data 
mining- IoT and big data -IoT from 2010 to August 2017?

RQ3: What are the most popular tools and simulators in the IoT, big data and data mining areas?

RQ4: What are the most applied applications on the IoT with data mining and big data methods?

RQ5: Which of the universities are valid in the IoT, data mining, and big data areas? The answer to this 
question introduces credible universities in this area to researchers.

RQ6: Why are the methods of IoT combined with the methods of big data and data mining?

RQ7: What are the main challenges of IoT with big data and data mining? 

RQ8: What are the open issues of IoT with big data and data mining? 
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Data Base

This research focuses mainly on searching in scientific databases, and it is assumed the books 
have been used in articles. Therefore, we have not searched for books that explained the 
subject.

The electronic databases used in this research are:

– ACM Digital Library (http://portal.acm.org).

– IEEE Xplore (http://www.ieee.org/web/publications/xplore/).

– ScienceDirect – Elsevier (http://www.elsevier.com).

– SpringerLink (http://www.springerlink.com).

– Wiley InterScience (http://www3.interscience.wiley.com).
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ICS (Inclusion Criteria) and ECS (Exclusion Criteria)
Inclusion Criteria
English peer-reviewed studies that provide answers to the 

research questions.

Studies that focus on IOT or internet of things and Data Mining

Studies that focus on IOT or internet of things and big data

Studies are published between 2010 to August 2017
Exclusion Criteria
Studies, which are in the form of books and technical reports 
Studies whose full text is not available

Studies are not in English

Studies that are not related to the research questions

Studies in which claims are not-justified or ad hoc statements 

instead of based on evidence

Duplicated studies

We investigated all English articles from 
journals and conferences, published 
between 2010 and early August 2017, 
and ignored studies were related to the 
IOT only and have not used the 
combined methods
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Search Terms 

((Internet of Things and big data) OR (IoT and big data))S1
((Internet of Things and big-data) OR (IoT and big-data))S2
((Internet of Things and data mining) OR (IoT and data mining))S3
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Review Phases
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Investigating IOT & Big Data and IOT & Data Mining Articles

The number of articles by year
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IoT and big data have not been proposed together before 2010. However, the ascending
trend can be seen for combining IoT and big data after 2011. To ensure this, the keywords
have been searched on the abstract, titles, and the keywords of the articles in 2010 and
2011, but there was no change in the results. Thus IoT and big data were not proposed
together before 2010, and this is a subject that has been raised since 2011. After
reviewing 44 articles, the number of articles per year was determined as shown in the
Figure.
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The number of the articles is shown by publishers and the article type.
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Primary Studies Based on Classification Schemes 
we selected the articles then examined them, so that 44 articles were thoroughly studied. We 
divided them into three categories. 
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Primary Studies of Architecture and Platform
The IoT architecture should be able to communicate internally between millions and perhaps 
billions of non-homogeneous objects via the internet. Therefore, flexible layers are required in 
this architecture. Various projects have been defined in the field of IoT architecture, including 
IoT-A (The most remarkable research is the three-year European Lighthouse Integrated Project 
called IoT-A (Internet-of-Things)).
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Primary Studies of Architecture and Platform

Name of platform URL
AirVantage https://airvantage.net/
Arkessa http://www.arkessa.com
ARMmbed https://www.mbed.com/en/platform/
Brillo Carriots https://carriots.com
Etherios http://www.etherios.com
Exosite https://exosite.com
IoTivity https://www.iotivity.org
IBM Watson https://www.ibm.com/internet-of-things
LinkSmart https://www.linksmart.eu/
OpenRemote http://www.openremote.com
OpenMTC https://www.openmtc.org/
OpenIoT https://www.openiot.eu/
Thethings.io https://thethings.io
ThingWorx https://thingworx.com
ThingSpeak, https://thingspeak.com
Pentaho https://www.pentaho.com

some of the platforms proposed in the IoT
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Primary Studies of Architecture and Platform
we will investigate and analyze primary studies that are focused on Architecture 
and Platform in the field of IOT. As mentioned before, 45% of primary articles 
under investigation is focused on the Architecture and 3% is focused on the 
Platform.
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Primary Studies of Architecture and Platform
In this article, GOVA is introduced as a data analysis architecture for the IoT. This architecture includes 
the three sections of the virtual entity, the microservices, and the graph database. The proposed 
architecture used the "noninvariate data" statement instead of "information", "knowledge", or 
"insight" statements, and introduced a list of noninvariate data for the smart grid applications. There 
is a section called multi-temperature data management on this architecture that puts the data in 
high-speed and low-speed memory, with consideration of the number of data usage. The graph 
database is also used for storage. This architecture has a storage compatible mechanism. It can be 
scalable in the areas of computing power, data storage, and system planning. It is designed to analyse
simultaneously the history of data and new data concepts in real time.

30

M. M. Rathore, A. Ahmad and A. Paul, "IoT-based smart city development using big data analytical approach," in IoT-based smart city development 
using big data analytical approach M. M. Rathore, A. Ahmad and A. Paul 2016 2016 IEEE International Conference on Automatica (ICA-ACCA), 2016. 



Primary Studies of Architecture and Platform
Rathore et al. [25] implemented the IoT-based intelligent systems to analyse the smart city's data in real 
time using the architecture that was presented. They installed different sensors in different locations to 
collect data from smart homes, smart parking, weather and water systems, traffic, environmental 
populations, and surveillance systems. The architecture of this system has a preprocessing section, which 
includes the data collection, data filtering, and data categorisation, and a data processing section where 
offline data is processed by MapReduce in the HDFS, and online data is processed by the Spark. Then the 
analysis section analyzes the data using machine learning and other analysis tools. The results indicate that 
the system provides effective outcomes even on Big data sets. By increasing the data volume, the 
throughput system increases. The security issue has not been addressed in this architecture, so Rathore et 
al presented a different architecture and considered the security subject. They proposed a system based on 
the four-tier architecture for urban planning and building smart cities on the IoT and the big data analysis in 
the article [25]. 
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Primary Studies of Architecture and Platform
Behera et al. [26] used the cloud on the IoT for storing, as such could be effective in storing and
analysing data generated on IoT. In this architecture, all data collected from the various sensors of IoT
subsystem are stored for more processing in the cloud sensor. Useful information is extracted from data
stored in the cloud. After the data have been analysed, the extracted information is stored in the other
cloud that will be available to end user or consumer of the sensor information. They used the
architecture in the application of smart power system management and used the HDFS in Hadoop and
also pig code in data analysis.
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Primary Studies of Architecture and Platform
Din et al. proposed a big data-based dynamic architecture. This architecture is independent of node
hardware, as such, it can perform a wide range of functional activities. The integration unit of this
architecture locates the data generated from the same resources in one node and makes a data block
after final preprocessing. This aggregation is done based on the identification number of resources.
Since the collected information is not in a proper format, it needs to be processed to convert it to a
proper format. Then a sequence of data blocks is created. Data blocks are logged into storing system
that acts as a decision model, the system filters the real-time data and prepares them for processing. If
the data is to be offline, it sends them to the storing server. The storing server is able to share a large
amount of data and distribute them equally across the Hadoop processing servers. The final step of this
architecture consists of two parts: combining the results of the storage device and the decision server.
Although the data segmentation is not required for the small size data, this architecture has a similar
function for all data sizes. However, according to this article, each level of the architecture can be
changed in various applications depending on the user's needs.
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Primary Studies of Architecture and Platform
Lee et al. proposed an intelligent content platform for the big data analysis on industrial applications. 
The platform has five layers of IoT, infrastructure, data, analytical, and presentation. This is used to 
examine the information related to the industry in the field of location and unstructured data and sensor 
signals for data mining of big data. This paper provides using HDFS for industrial applications in the data 
layer and fuzzy for analysing and extracting of data. 
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Primary Studies of Framework
we will investigate and analyze the primary studies that focus on the framework in the field of 
IOT. As mentioned before, we found that 23% of primary articles under investigation focused on 
the framework.
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Primary Studies of Framework
Ahab is a framework that processes database on the cloud as scalable and error tolerance. It is a 
cloud-based framework for the processing of data streams, and suitable for online and offline 
analysis. This framework using Usr API, is able to direct the different data streams from various 
sources. Data streams, management policies, and actions have the repository of the component, 
repository of politics, a repository of action, and data stream repository to store the 
components. Ahab uses the distributed message structure to direct various data streams. The 
method minimizes the unnecessary traffic of the network and allows the components of the 
system to select an appropriate communication point freely.
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(eds) Modeling and Processing for Next-Generation Big-Data Technologies. Modeling and Optimization in Science and Technologies, vol. 4, vol 4, Springer, Cham , 2015. 



Primary Studies of Framework
The IBDA framework was created to store and analyze the real-time data generated by the IoT
sensors. The Python language and Cloudera platform developed the first version of IBDA. This 
framework allows the real-time control of the environment by using real-time analysis of data. 
The scope of IBDA is limited to data generation, data extraction, data storage on HDFS, data 
visualization, data analysis, and real-time control of intelligent buildings. The framework has 
three components of the IoT, big data management, and big data analysis. In this study, instead 
of using different Physical sensors for intelligent building, fifteen virtual sensors are created in 
different situations via Python code. These sensors produce a large amount of data sent by the 
Apache Flume to the TCP port and stored. Pyspark is used to analyze data. It analyzes data 
stored in the HDFS, which includes three sensors. If the numerical range of sensors is within the 
predefined range, then no action is taken.
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Primary Studies of Framework
Berlian et al. proposed a framework to combine the IoT and big data for the intelligent 
underwater environment. They used remote devices, portable sensors, and underwater cameras 
to extract important water parameters to prevent coral bleaching. The system has five 
subsystems of reception, portable monitoring, coral surveillance, Wireless Mess Network Access 
Point, and big data analysis. The section of big data analysis includes the database layers, the 
server application, and user applications. The Hadoop and Hive, metastore, and PostgreSQL are 
used for the database layer. The server application includes the Oauth2 server, the Web 
interface, and the Restful API. The client sends data from sensors to this subsystem. For 
implementing such a system, the sensors are simulated by the Python program. The program 
gains sensor’s data as a sample per second, and stores the data in a CSV file. The files are stored 
in HDFS and can be directly queried by Hive. In this architecture, data are not directly added to 
Hive. However, because the Hive performs batch processing, the data is stored in the JSON 
format in the Redis database. In this study, a comparison between the machine learning 
statistics was also performed and the time of executing the Bayesian and decision tree with 
different inputs was compared.
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Primary Studies of Framework
Mishra et al. introduced a cognitive framework based on big data for industrial applications. 
This framework receives raw data from different sources, and after clearing the data by their 
quality management, the data are devoted to several clusters based on the behavior and data 
properties by big data classifier. This big data can be efficiently scalable. The discussion of big 
data analysis is an important aspect of this research and is done through cognitive and 
computational tools. For this research to be scalable and real-time, the various sections must be 
synchronized with each other.
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Primary Studies of Applications
we will investigate and analyze primary studies that focus on applications in the field 
of IOT. As mentioned before, we found that 25% of primary articles under 
investigation focused on the applications.
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Primary Studies of Applications
Rizwan et al. used the big data and IoT for intelligent traffic, which is a feature of the smart city. This 
research presented intelligent real-time and low-cost traffic management and used the IoT for 
acquisition of traffic data via sensors installed on the roads and sending traffic data with software 
installed on the smartphones of passengers. The real-time data stream is sent to the big data analysis 
section, and in that section, traffic is checked in different locations through the sent information and 
the created mathematical model. A smartphone application is developed as a user interface for 
discovering traffic congestion in different locations and provides a suggested method for traffic 
management.
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Primary Studies of Applications
Khorshed et al. first examined the security of three-layer models and expressed challenges, security
issues, and technologies. Then, they tried to attack the three-layer architecture, including data
collection layer, receiving layer, and analysis layer. In this research, we tried to use object layer, cloud
layer, and the big data layer in the data collection layer. Big data layer tried to reside the Hadoop
ecosystem in the cloud. Then, with a variety of experiments on different hardware, we collected
performance data from all the three layers, combined them, and finally used the machine learning
algorithms to detect 18 different activities and cyber-attacks. The research shows that the Random
Forest algorithm can identify 93.9% of attacks and activities in a complex environment. The article
states that nobody has ever done anything about cyber-attacks detection.
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Primary Studies of Applications
Embedded sensor networks can produce a significant amount of data. The data must be transferred 
or sent to the remote cloud server after collection. Since the sensors have limited capacity, they must 
discard old data or stop producing new products so that old data can be depleted. Mozumdar et al. 
stated that the data could reach 1GB in a week. A limited capacity orchestrator can handle the space 
required for a small sensor network for a short period of time.  Therefore, it requires data and 
storage capacity management for large-scale applications. By using the Rame-Douglar-Pevcker
compression algorithm on sensor data, we achieved as high as 99.86% of sensor data compression.
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Primary Studies of Applications
The repository design based on MongoDB using the embedded plan proposed in this paper, for the 
RFID/Sensor big data is generated from a simulated environment of automotive-parts of the supply 
chain. The authors developed the event types in the Electronic Product Code Information Standard 
(EPCIS) and presented compound shard key with the goal of maximizing query speed and the 
distribution of the same data on the data servers. In this paper, the compound shard key is used for 
horizontal partitioning and steady distribution of data between data servers. In this method, if a large 
amount of data are created, the writing will be disturbed. This is a defect of the embedded model. 
The proposed repository design protects just four event types of EPCIS standard and the query 
requirements did not satisfy except for any simple query. It can be enhanced to support shard 
extension. 
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Primary Studies of Applications
Niyato et al. began a primary study in the economic analysis of the big data and IoT systems and 
presented a plan to optimize the pricing on the big data Market model. The big data market model 
consists of three sections: data source, service provider, and service customers. The data source layer 
is responsible for collecting data. Data processing, machine learning, and data mining algorithms are 
performed in the service provider layer. The service offer is performed in the next layer. Ultimately, 
the consumers share the service proposed by the provider and pay the subscription fee that is 
specified by the service provider. The service provider purchases the raw data from the data sources. 
The provider attempts to adjust the price and amount of requested information in order to maximize 
profits.
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Results
RQs (Research Questions)

RQ1: How many types of articles are published on SMS, SLR and survey by Data Mining and Big Data 
methods from 2012 to August 2017 on IOT's area?
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RQ2: How many articles are there on IoT's area and what percentage of the articles is related to data 
mining- IoT and big data -IoT from 2010 to August 2017?

RQs (ResearchQuestions)

The number of articles with IoT or Internet of Things titles based on their titles in the expressed databases was 

7023. 

The percentage of articles by five intended databases 47



RQ2: How many articles are there on IoT's area and what percentage of the articles is related to data 
mining- IoT and big data -IoT from 2010 to August 2017?

RQs (ResearchQuestions)

By dividing the articles into two big data and data mining fields, 

according to their titles, the number of articles was determined 

in these areas. There are 125 articles among the 7023 articles in 

total in these two areas.
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RQ3: What are the most popular tools and simulators in the IoT, big data and data mining areas?

RQs (ResearchQuestions)
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RQ4: What are the most applications have applied on the IOT with Data Mining and Big Data methods?

From the 44 existing articles

about the combination of IOT-

Big Data, and the IOT - Data

Mining presented in this study,

35 articles examined their

proposed method on the

application. These articles

presented their performance on

19 applications. Figure 18

shows the subject of the

applications in this field, along

with their number of repetitions.

RQs (ResearchQuestions)
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RQ5: Which of the universities is a valid one in the IOT, Data Mining, and Big Data areas? The answer 
to this question introduces credible universities in this area to researchers.

RQs (ResearchQuestions)

In order to answer this question, we first investigated the entire articles based on author affiliation 

from 2010 to August 2017, and then the universities that provided the 44 papers used in this study.

This table introduces some of the universities that have the most publication of the article from 

2010 to August 2017 in the IoT field

CountryUniversity Name
USASchool of Electrical and Computer Engineering, Georgia Institute of Technology
FinlandVTT Technical Research
FinlandDepartment of Information Technology, University of Turku
ItalyDept. of Innovation Engineering, University of Salento
GermanyNEC Laboratories Europe 
DenmarkCenter for TeleInFrastruktur (CTIF)
AustriaDistrib. Syst. Group, Tech. Univ. Wien
ChinaState Key Laboratory of Networking and Switching Technology, Beijing University of Posts and 

Telecommunications
ChinaSchool of Computer and Communication Engineering, University of Science and Technology 

Beijing
IndiaDepartment of Electrical Engineering, Indian Institute of Technology Hyderabad
KoreaDepartment of CICE, Hankuk University of Foreign Studies, Yongin-si
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RQ5: Which of the universities is a valid one in the IOT, Data Mining, and Big Data areas? The answer 
to this question introduces credible universities in this area to researchers.

Articles NumberUniversity Name

6Kyungpook National University

2Deakin University

2University POLITEHNICA of Bucharest

2VIT University

To answer this question, we investigated the universities, which activated in publishing these articles. A total of 70 

universities contributed to publishing about 44 articles, that Kyungpook National University has the largest share. The 

table 12 shows the name of a number of universities, which have published more than one article.

RQs (ResearchQuestions)
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RQ6: Why the methods of IOT are combined with the methods of Big Data and Data Mining?

In the IOT and Big Data discussions, the Big Data tools are often used to store large 
volumes of data and parallel processing and real-time analysis and Data Mining. 

However, the goal of Data Mining methods is to automate existing applications and 
more to discuss in intelligent IOT. Sometimes they use Data Mining methods to 
reduce data storage.

RQs (ResearchQuestions)
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RQ7: What are the main challenges of IOT with the Big Data and Data Mining? 

The challenges of Big Data and Data Mining on IOT are almost identical. Some of these challenges 
include:

Volume (amount of data), Variety (variety of data), Velocity (the speed of generation of new data and 
analysis), Value (value data), Security, Privacy, Visualization, Extracting knowledge, Real-time analyzing

RQs (ResearchQuestions)
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RQ8: What are the open issues of IOT with the Big Data and Data Mining? 

RQs (ResearchQuestions)
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The main articles are divided into three categories based on the major focus of the articles.
Most of the subjects are related to architecture and platform (52%, 23 articles). The most
publication in this area belonged to IEEE, and the Kyungpook National University had the most
articles. The highest number of articles respectively belonged to Korea, China, India, and the
United States.

This study also has some limitations. The performed searches were on the titles of the articles,
and other articles can be accessed by developing this search. Also in the field of data mining,
only the term “data mining” has been used and to increase the number of articles in this field,
the names of data mining methods can be used to search the articles. This study focuses on
English articles and has not been searched in non-English articles.

Conclusion
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